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A Tale of Ten Bugs
Guest Lecture: Engineering Robust 

Server Software



The Key to Good Performance



Good Examples



Making the Common Case Fast: VMware



Making the Common Case Fast: Building Design



Missing the Common Case: Taking the Train from Suburbs in Washington, DC

•

•



Missing the Common Case: Where Am I?



Save As: Confusing Options



Cardinality?

•

•



Why is this tough to do?



A Performance Problem



Initial Analysis







Licensing: a red-herring?







Cache Misses?







Resolution





Common Case Scorecard

•

•

•

•



Why did I show you this example?

•

•

•



Remainder of talk

•

•

•

•



The Right Tool for the Job



Networking and ssh (1/4)

loginSshSlow.avi


Networking and ssh (2/4)

• ssh –vvv root@10.135.193.1 –p 1026

• /usr/sbin/sshd -p 1026 -ddd

•

mailto:root@10.135.193.1
loginSshSlowWithVerboseServer.avi


Networking and ssh (3/4): strace and system calls

% strace -tt /usr/sbin/sshd -p 1026 -ddd

01:20:50.069828 stat("/etc/resolv.conf", {st_mode=S_IFREG|0644, st_size=347, ...}) = 0

01:20:50.069915 open("/etc/resolv.conf", O_RDONLY|O_CLOEXEC) = 4

…

01:20:50.070167 read(4, "# Dynamic resolv.conf(5) file fo"..., 4096) = 347

…

01:20:50.070682 connect(4, {sa_family=AF_INET, sin_port=htons(53), 

sin_addr=inet_addr("10.0.2.3")}, 16) = 0

…

01:20:50.070947 poll([{fd=4, events=POLLIN}], 1, 5000) = 0 (Timeout)

<!!! 5 SECOND GAP !!!>

01:20:55.076323 poll([{fd=4, events=POLLOUT}], 1, 0) = 1 ([{fd=4, revents=POLLOUT}])



Networking and ssh (4/4)

•

•

% /usr/sbin/sshd -p 1026 -ddd -o "UseDNS no"

loginSshFast.avi


Java Memory Management



Java Memory Management Basics



Java Garbage Collection

•

•

•



Java GC and Tuning Notes

•

•

•

•

•

•

•

•



Pathological Memory Usage for a Java Process





Fixing the pathology



Another example with min heap = max heap



Fixing the JVM settings: no permgen, no min heap





CPU profiling and diamond patterns



32-bit vs. 64-bit (Thanks, R. M.!)

•

•

•

•



CPU Saturation in 64-bit case





What _is_ xPerf?



Look at Sampling Profile



The Perils of Sampling Profilers



Perils of Sampling Profilers, Part 2



The Caller View



RTtypeid?



The Offending Code
void

ObjectImpl::IncRef()

{

if (_refCount.ReadInc() == 0) {

const type_info& tinfo = typeid(*this);

FirstIncRef(tinfo);

}

…

}



But why is 64-bit slower than 32-bit?

•

•

–

–

–



Why Is Addition Slow? Well, it isn’t…

•

•

•

•

http://blogs.msdn.com/junfeng/archive/2006/10/17/dynamic-cast-is-slow-in-x64.aspx


What Did We Learn?

•

•



Of course, maybe we should reconsider design

class D : public B, public C {

public:

virtual ~D();

virtual void foo();

};



Multiple inheritance and dynamic_casts
class B : public A {

public:

virtual ~B();

virtual void foo();

};

class C : public A {

public:

virtual ~C();

virtual void foo();

};

class D : public B, public C {

public:

virtual ~D();

virtual void foo();

};

D* ptrD = dynamic_cast<D*>(ptrA);

•

•

•



Mallocs, Strings, and Ints



Question: How efficient is your software?

•

–

–

•

•





RDTSC: read timestamp counter

#if defined(__x86_64__)

static __inline__ unsigned long long rdtsc(void)

{

unsigned hi, lo;

__asm__ __volatile__ ("rdtsc" : "=a"(lo), "=d"(hi));

return ( (unsigned long long)lo)|( ((unsigned long long)hi)<<32 );

}

#endif



Rdtsc malloc/free test
t1 = rdtsc();

for (i = 0; i < num_iters; i++) {

testFoo = (foo_t *)malloc(sizeof(foo_t));

free(testFoo);

}

t2 = rdtsc();

printf("malloc/free loop 1st time average latency: %llu\n", (t2-t1)/num_iters);



 





Malloc from glibc (a subset) (1/2)
static void *

_int_malloc (mstate av, size_t bytes)

{

INTERNAL_SIZE_T nb;               /* normalized request size */

unsigned int idx;                 /* associated bin index */

mbinptr bin;                      /* associated bin */

mchunkptr victim;                 /* inspected/selected chunk */

INTERNAL_SIZE_T size;             /* its size */

int victim_index;                 /* its bin index */

mchunkptr remainder;              /* remainder from a split */

unsigned long remainder_size;     /* its size */

unsigned int block;               /* bit map traverser */

…



Malloc from glibc (2/2)
/*

Convert request size to internal form by adding SIZE_SZ bytes

overhead plus possibly more to obtain necessary alignment and/or

to obtain a size of at least MINSIZE, the smallest allocatable

size. Also, checked_request2size traps (returning 0) request sizes

that are so large that they wrap around zero when padded and

aligned.

*/

checked_request2size (bytes, nb);

… 



Rdtsc string vs. integer compare
t1 = rdtsc();

for (i = 0; i < num_iters; i++) {

equal = strncmp(s1,s2,strlen(s1));

}

t2 = rdtsc();

t1 = rdtsc();

for (i = 0; i < num_iters; i++) {

equal = (num1 == num2);

}

t2 = rdtsc();



Strncmp: 81 cycles
% objdump –S –l –C test 

 equal = strncmp(s1,s2,strlen(s1));

400aa7:       48 8b 45 f0             mov 0xfffffffffffffff0(%rbp),%rax

400aab:       48 c7 c1 ff ff ff ff mov $0xffffffffffffffff,%rcx

400ab2:       48 89 85 20 ff ff ff mov %rax,0xffffffffffffff20(%rbp)

400ab9:       b8 00 00 00 00          mov $0x0,%eax

400abe:       fc                      cld

400abf:       48 8b bd 20 ff ff ff mov 0xffffffffffffff20(%rbp),%rdi

400ac6:       f2 ae repnz scas %es:(%rdi),%al

400ac8:       48 89 c8                mov %rcx,%rax

400acb:       48 f7 d0                not    %rax

400ace:       48 8d 50 ff lea    0xffffffffffffffff(%rax),%rdx

400ad2:       48 8d b5 50 ff ff ff lea    0xffffffffffffff50(%rbp),%rsi

400ad9:       48 8b 7d f0             mov 0xfffffffffffffff0(%rbp),%rdi

400add:       e8 76 fb ff ff callq 400658 <strncmp@plt>



Integer compare: 6 cycles

equal = (red_apple_six == inputNum);

400d8b:       8b 45 b0                mov 0xffffffffffffffb0(%rbp),%eax

400d8e:       83 f8 06                cmp $0x6,%eax

400d91:       0f 94 c0                sete %al

400d94:       0f b6 c0                movzbl %al,%eax

400d97:       89 45 ac                mov %eax,0xffffffffffffffac(%rbp)





Strings and Things



Memory differences: Linux vs. Windows



Offsets in Windows (from windbg)

0:000> dt vpxd!VmMo -v

…

+0x7b8 _configId : std::basic_string<…>

+0x7e0 _layoutId : std::basic_string<…>

+0x808 _layoutExId : std::basic_string<…>





Offsets in Linux (from gdb)

(gdb) printf "0x%x\n", &((('VmMo' *) 0)->_configId)

0x5f0

(gdb) printf "0x%x\n", &((('VmMo' *) 0)->_layoutId)

0x5f8

(gdb) printf "0x%x\n", &((('VmMo' *) 0)->_layoutExId)

0x600



Strings in Windows
{

std::_Container_base_12  # ptr 8B

_Bx (union) {            # 16B

_Buf # The string, if it fits

_Ptr # ptr to string, if not

_Alias   

}

_Mysize # 8B

_Myres # 8B (reserved space)

}

•



Windows Strings



Strings in Linux (from glibc documentation)
_M_dataplus # Default cost of any string

{

_M_p # 8B Ptr to char[] of string body

}

# String body  24B + sizeof(char [])

{

_M_length # 8B

_M_capacity # 8B

_M_refcount # 8B Reference Count

char []      # the string (shared among instances)

}

•

•



A Sample String Body with a High Reference Count
(gdb) x/32a 0x7f05c0038fb0

0x7f05c0038fb0: 0xf     0xf

0x7f05c0038fc0: 0x41f   0x726774726f707664

0x7f05c0038fd0: 0x3830332d70756f        0x55

0x7f05c0038fe0: 0x7f05c0000158  0x7f05c0000158









Connecting the Dots: A Remote Console story



The setup  



The Problem: Remote Console Doesn’t Show Up

•

•

•

•

•

•

•

•

•

•

•



No Console: Examining the Cases that Actually  Work

•

•

•

•

•

•

•

•

•

•



No Console: Isolating the Problem

•

•

•

•

•

•

•

•

☺



Understanding and using metrics



Windows-Dev limits/shares example

•

•



In-guest metrics



Going beyond guest-level metrics



Memory Primer

•

•

•

•



Ballooning vs. Swapping (1)

•

–

–



Ballooning vs. Swapping (2)

– 

–



Ballooning vs. Swapping: Bottom Line

•

–

•

–



Back to my VM: Let’s look at ballooning



Swap-in



Fine-grained metrics



Accidentally set limit on VM!





Understanding metrics, part 2



Hypervisor CPU Scheduling



A customer problem…

•

•

•

•



“Oh yeah, it’s a disk problem…”



Hmm. Not So Fast!!!



Looking at a different chart…





End-to-End Performance



Viewing a Video Remotely: Jittery Experience
•

•

•

•

•

•

•

interrupt-coalescing-nofix.mov


Packet transmission in virtualized environment



Packet transmission in virtualized environment



Packet transmission in virtualized environment



Packet transmission in virtualized environment



Coalescing



Coalescing



Coalescing



Coalescing in guest causing issues



Coalescing and Windows





Video playback in Windows: Why Oscillation in Latency?
•

•

•

•

•

•

•

•

• 

• 



Fix for Oscillation in Latency

•

•

•

•

interrupt-coalescing-withfix.mov
http://support.microsoft.com/kb/235257
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2040065


Bringing it all together



An interesting link

•

•

•

•

•

•

•

http://queue.acm.org/detail.cfm?id=1117403


Parting Thoughts

•

•

•

•


